YKPAJIU AEHbI'N?

@ 3AB/IOKWPOBATb @ HAIMUCATb

© OBPATUTDLCH

KAPTY 3ASBJIEHUE O HECOITTACUU . B noauuuio

C ONEPALMEMN
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+ N0 HoMepy TenecpoHa 6aHKa  3asiBneHne [OMKHO ~ Yem 6onbLue niopeit
nnun Ha odmumanbHOM camnTe  + B Teuenne cyToK nocne TeM Bbille BepOSTHOCT,
+ Yepes MOGUNLHOE NPUOXEHUE | COO6LLEHMS O CANCaHNN - YTO NpPecTynHMKOB
« Yyepes NNUHbIN KaBuHeT ety e DORMOIOY
Ha oduumnanibHOM carTe 6aHKa |« Ha MecCTe B OTAe/IeHUM
. 0OaHka

« B oTAeneHuun 6aHka

KAK OBE3ONACUTb AEHbI'N HA CHETAX?

HUKOMY HE COOBLLAATE:

« CPOK AENCTBUA KapTbl U TPEX3HAYHbLIN KOA
Ha ee o6opoTHom ctopoHe (CVV/CVC)

« Mapo/InN U KoAbl N3 YBEAOM/IEHWU

« IOTWH N Naposib OT OHNaH-6aHKa

HE NYBJIMKYUTE
I'IepCOHaI'IbeIe OaHHblE B OTKprTOM ,qoc:Tyne

YCTAHOBUTE
aHTUBMPYCbl HA BCE YCTPOWCTBA

Moppo6Hee o npaBuiax 6€30MacHOCTU
yuTaunTe Ha fincult.info

KOOOBOE CJ10BO

Ha3bIBalTe TONIbKO COTPYOAHUKY 06aHKa,
Korga camMuy 3BOHUTE HA ropsAYvyto
TMHNIO

BaHkK He KkoMneHcupyert
nortepu, ecnum Bbl HapyLUnnun

npaBuna 6e3onacHoro
UCNO/Ib3OBAaHUA KapTbl

duHaHcoBas
KynbTypa




OCTOPOXHO:
TEJIE®POHHbIE MOLLEHHUKMUA!

S NMPUSHAKOB OBMAHA

HA BAC o
BbIXOOAT CAMMU ™

AdepucTbl MOryT
npencTaBUTbCA CNYXX60M
6e3onacHocTu 6aHKa,
HaJI0roBoMm,

npoKypaTypom

o601 HeoXxnpaHHbIN
3BOHOK, CMC vnu nucbMo —
NnoBOA, HACTOPOXUTbLCS

. 3BOHAT

: 13 baHka, nonaumm
PALYIOT BHESAMNHOW @)
BbIFO1O/ /TN MYTAIOT ~ YBEOWTECH,

CManble 3M°uMM YTO 3TO HE MOLWEHHUKN!
npUTYnNASoT
60UTeNnbHOCTb

@ BAXXHO!

CoTpyaHUKU 6aHKOB M MONMLMK c
HUKOIOA He cnpawmBatoT C
pPEeKBU3UTbI KapTbl, MAposn

n3s CMC, nepcoHasnbHble AaHHble
M He NpOCAT coBepLaTb
nepeBoapl C Ballen KapTbl

Kak 3almTuTb cBOoU pUHAHCHI,
yuTauTe Ha fincult.info

VN Opyrov opraHusauumn?

e HA BAC OABAT

AdepucTbl Bcerga
TOPOMST, YTO6bI

Yy Bac He 6bi1o
BpeMeHMU Bce obaymaTb

9 rOBOPAT O AEHBIrAX

MNMpepnaratoT cnactu
cbepexxeHus, NoNyUUTb
KOMMEHCaLUMIO UTN BIIOXUTbCS
B MHBECTULMOHHbIN NPOEKT

6 NMPOCAT COOBLLUTD
OAHHbDIE

3/10yMbILLNTIEHHUKOB
WUHTEepecyIoT peKBU3UTbI
KapTbl, MApOSIN U KOAbl

U3 6aHKOBCKUX YBeOOM/IEHUI

HUKOIAA HUKOMY
HE COOBLUAUTE:

koabl us CMC

Tpex3HauYHbIM Kog Ha 060pOoTHOM
CTOpOHe KapTbl (CVV/CVC)

PIN-kon
Maponu/nornHbl K 65aHKOBCKOMY
MPUIIOXKEHMIO U OHNaUH-6aHKY

KOaoBoOe C/1oBO
rnepcoHasibHble JaHHble

duHaHcoBas
KynbTypa



KAK SALLUTUTDBCH
OT OULLNHIA

@PUWKHr — BUO MOLIEHHUYECTBa, Koraa y vyesioseka KpaayTt
nepcoHa’sibHblie AaHHble UM AeHbr'u € NOMOLbIO CAaUTOB-NOANEIOK.
YacTo MOLWEeHHUKN AenaloT CanTbl, KOTOpble KakK ABe Karnju BoAabl
MOXOXXU Ha CaTbl peasibHbIX OpraHn3auum

KAK MOXXHO OKA3ATbCH
HA ®ULLNHIOBOM CAUTE?

O cCbilkaM M3 MHTEPHETa UK 2N1EKTPOHHOW NoYTbl, CMC,
COOBLWEHMIN B COLICETAX UM MEeCCEeHKepax, PeKknamsbil,
OObABNEHMI O NOTEpPENX, pacnpoga)kax, KOMNeHcaumsax

OT rocygapcrea

Xakepbl 4YacTO B3/1aMbiBalOT Hy>XKne aKKayHTbl,
n d)MLI.IMHI'OBaFl CCbl/IKa MOXXET NMPpUNATU farKe OT 3HAaKOMbIX

KAK PACINO3HATb
SOULLUNHIOBbIA CAUT?

Appec oTiM4yaeTcsa OT HaCTOSAWEro Kb Napon CUMMBOJIOB
B appecHoM cTpoke HeT https 1 3Hayka 3akpbITOro 3amMka
AnsanH CKonMpoBaH HEKaYeCTBEHHO, B TEKCTaX €CTb OWKNOKM

Y caiiTa Mano CTpaHuL, U1 gaxke ogHa — A9 BBOAA OaHHbIX
KapThbl

KAK YBEPEYbCH OT ®PULLINHTA?

YcTaHOBWUTE aHTUBMPYC U perynsapHo obHoBNsSWTE ero
CoxpaHsanTe B 3aK/1aKax agpeca Hy>HbIX CanToOB
He nepexoauTe No Nogo3puUTesibHbIM CCblTIKaM

Ucnonb3ayiTe oTOENbHYIO KapTy 4715 NOKYMNOK B MHTEpPHETe,
KNaguTe Ha Hee HY)KHYIO CyMMY NpsIMO nepen onnaton

®duHaHcoBas
Moapo6Hee o npaBUnax KynbTypa
Ku6eprurueHbol YATauTe Ha




OT OH/TAUH-MOLWWEHHUKOB

YTto6bl fOo6paThbCcAa A0 BalwmMx 6aHKOBCKNX CHETOB,
MOLUEHHUKAaM HY>XHbl BalLlX NepcoHasnbHble AaHHble

N PeKBU3UTbI KAapT

Kakne cxeMbl Mcnonb3yloT adpepucTbl?

OBELLIAIOT 30J10TbIE FOPbI

Onpockl 3a BO3HarpaxmaeHue, CoumnanbHble BbiniaThl UK CBePXMPUOLIIbHbIE
MHBECTULIMOHHbIE MPOEKThl. MapaHTUsA GbICTPOro 0GoraLleHns — Npu3Hak oomMaHa

SAMAHUBAIOT HA PACIIPOOAXU

OrpoMmHble CKUOKMN U HU3KKME LieHbl MOrYT OKa3aTbCH MOLIEHHNYECKO Y/TOBKOW

CMNEKYJIUPYIOT HA TPOMKUX COBbITUAX

Hanpumep, o6baBNAI0T COOp AeHer Ha pa3paboTKy BaKLUMH, 06eLlatoT BepHYTb
AEeHbIM 3@ OTMEHEHHbIE PelrCbl MW NpeanaratT NoNyYnUTb FOCYAapCTBEHHbIE

poTaumm

MACKHUPYIOTCH

PasbirpbiBatoT posib MPOLABLIOB U NMOKyMnaTenei Ha NonynsipHbiX canTax 00 bABIEHU

Kak obe3sonacuTb cBou OeHbru

B UHTepHeTe?

1 YcraHoBuTe AHTUBUPYC U perynapHo OOHOBNANTE ero

3aBeauTe oTaenbHyo 4e6eToBYo KapTy A4S naaTexen

B MHTepHeTe U Knagute Ha Hee HYXHYIO CyMMYy nepen onsaTon

Bcerpa npoBepsainTe agpeca 3/1eKTPOHHOW NOYThblI U CANTOB —
OHW MOTYT OTINYATLCA OT OPMLUMaIbHbIX NTULLIBb NAPON CUMBOJIOB

4 He nepexoante no ccbiikam OT HE3HAKOMLEB —
cpasy y.qanﬂme COMHMUTEIbHbIE COOOLEHNS

HVIKOMy He cooObLanTe cBOn nepcoHa/ibHble JaHHble

ﬁ[ __.-'-13_:| Moppo6Hee o NpaBunax
kafﬂi%’ﬁ- KU6eprurueHbl ﬁ ®uHaHcoBas
XA uraitre Ha fincult.info KyJIETYDa




@ baHk Poccumn

KAK SALLUUTUTD

CBOUTALOXETDbI OT BUPYCOB

BUPYCbI:

« OTKPbIBAIOT yAaNeHHbIA AOCTYN K BalleMy YCTPOUCTBY

* KpaayT NNOruHbl

« NepexBaTbIBalOT CEKPETHbIE KOAbl U3 CO00LLIEeHnNn

3anony4mB 3T faHHble, KN6epnpecTynHUKU

M Naposiv oT OH/ManH- U Mo6UnbHOro 6aHka

MOryT NOXUTUTb BCe A€HbIrn C BallnX CHETOoB //\ SE>

KAK NMOHATD,

YTO YCTPOMUCTBO 3APAXEHO?

UTO AENATD,

ECJZIU HA YCTPOUCTBE BUPYC?

KAK SALKTUTD

YCTPOUCTBO OT BUPYCOB?
]

Moppo6Hee o 3allUTe FragXeToB
yuTauTe Ha fincult.info

3aBucaert, nepesarpyXaeTcsa Uin oTkto4aeTcs
Camo 3aBeplLuaeT paboTy NPUIOXKEHUN
MokasbiBaeT BCN/bIBalOWMe OKHa

TepseT o6beM NaMATH

Mo3BoHUTE B 6aHK 1 nornpocute 3ab610KUpoBaThb AOCTYM
K OH/MTalH- 1 MOGUIbHOMY 6aHKYy U BCe KapTbl, KOTOpble
MCMonb30Basin Ha yCTponcTBe

O6paTutecb B CEPBUCHbIN LIEHTP, YTOObI Bbl/IEYUTb FragXeT

I'IepeBblnyC'ruTe KapThbl, CMEHMTE JIOrMH U Napo/ib
OT OHNanH-6aHKa 1 3aHOBO yCTaHOBUTE 6aHKOBCKOE MNMPU/IoXeHUe

Ucnonbsyite aHTUBUPYC 1 perynspHoO ero o6HoBnsaTe

He nepexoauTte no ccbifikam OT HE3HAKOMUEB, He yCTaHaB/IMBalTe
nporpaMMmbl No UX Npocb6e U He UCMOoNb3yNTe YyXue drelKn

CkauvBaiTe NpPUIOXEHNS TO/IbKO U3 NPOBEPEHHbIX UICTOHHUKOB
O6HoOBANANTE ONEepPaLMOHHYIO CUCTEMY YCTPOMCTBA

Us6eramrte obwenoctynHbix Wi-Fi-ceten

duHaHcoBas
KynbTypa



